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ABSTRACT

It is important to connect wirelessly a group of moving mobile nodes together in a static or dynamic form, to transfer digital data between 
them, this form known as a mobile ad hoc network. This private network can be used in different essential situations where it depends 
on each connected mobile node to deliver and pass the data between them, without any fixed access point or router. Unfortunately, 
there are different types of attacks that can affect these nodes, and steal or corrupt the data inside, one of these attacks called the black 
hole attack. In this paper, a compared study will be done between two major innovative techniques derived from the ad hoc on-demand 
distance vector routing protocol to avoid the black hole attack; the paper will compare the two techniques in delay, throughput and packet 
dropping efficacy.
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INTRODUCTION

Some scenarios or situation needs a group of moving nodes 
wirelessly connected together in a static or dynamic 
infrastructure form; this can be known as mobile ad hoc 

network (MANETs).[1] This form can broadcast or unicast data 
between each wireless mobile node separately or together. 
MANET can change its form dynamically depending on the 
moving nodes speed as shown in Figure 1; therefore, it shows 
better moving infrastructure to be used for different types of 
situations such as military, search and rescue, wireless sensor 
networks, and many more.[2] Where each node can move 
separately or with its private group to form the new infrastructure 
without the need of fixed access point or routers. Each node in 
MANET is responsible for cooperating with other nodes to send 
and receive the data smoothly using a different type of routing 
protocols (RPs) that are designed, especially for MANET.

There are three types of RPs for networking transmission 
operations and routing management, namely, proactive, 
reactive, and hybrid RPs.[3] Each protocol is depending on 
the size and the dynamic nature of the topology of MANET.[4] 
The proactive protocols basically are table driven, meaning. It 
depends on a specific table that used for routing decisions,[5] 
while reactive protocols are depending on an on-demand 
decision where it calculates the path needed for sending the 
data between the nodes on the same time that they need to 
transmit the data.[6] Hybrid protocols use both reactive and 

proactive techniques to deliver the data between the nodes.[7] 
Figure 2 shows the types of MANETs RPs.

It is essential to secure the data transmitted between the 
moving nodes to provide maximum security; unfortunately, 
wireless nodes have many security issues to be attacked.[8] 
One of these attacks called the black hole attack. In this paper, 
two major annotative techniques, namely, the trusted ad hoc 
on-demand distance vector (TAODV) RP technique and the 
extended data routing information (EDRI)-based technique 
will be compared and evaluated to prevent and detect the 
black hole attack.

This paper will be organized as follows: In section 1, 
an explanation will be shown for both black hole attack and 
it’s two preventing techniques; section 3 will demonstrate a 
comprising between the two techniques; and finally, section 4 
will conclude the paper.
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THE BLACK HOLE ATTACK AND AODV RP

In MANETs, all RPs have security issues, therefore, creating 
a robust RP to transfer data between the nodes without any 
security issues is difficult, due to many problems such as 
share link broadcast wireless channel, node’s environment 
insecurity, the absence of center administration, the limitation 
of resources, and many more.[9] The essential requirements 
in any communication system to transfer data are integrity, 
confidentiality, and availability.[10] These requirements 
insurance the data will be intact without any eavesdroppers 
that can intercept or replace the transferred data. There are 
different types of attacks depending on the involvement of 
the attacker which can be classified into the passive attack 
and active attack. Moreover, each one of these attacks can be 
classified into external and internal attacks.[11]

The Black Hole Attack

One of the active attacks in MANET is the black hole attack, in 
this attack, one communicating node in the private network, 
after receiving the RREQ message from the sender node to 
form a path to the destination and start to transmit the data, 
replies with a RREP message with a highest sequence number 
compared to other nodes, forcing the sender to form a path 

through this node to the destination node, and transmits all 
the data through this path to that suspicious node, in the end 
when the suspicious node receives all the data, it will drop it all, 
without forwarding them to the neighbour nodes,[11] Figure 3 
shows the fake RREP from the suspicious node. This attack 
can be considered a serious threat in any wireless private 
network because all the transmitted data are dropped without 
any succeed end to end delivery; therefore, it will increase the 
threshold of successful packet delivery to 100%.

AODV Inherent Black Hole Preventing 
Techniques

AODV is a reactive RP that starts a discovery route from source 
to destination when MANET topology changes and the source 
node want to transfer data, in AODV, each node in MANET 
stores and uses a routing table, to find the next neighbor node, 
which has the highest sequence number. In general, before the 
sender wants to transmit the data, it checks its routing table, 
therefore if there is a recent route to destination, it will send 
the data through that path, otherwise it will start a discovery 
route phase to find more recent route, where the sender will 
broadcast a request message RREQ to their neighbour nodes 
and then each node will reply with RREP message, and the 
highest sequence number node will participate in the path 
formed.[12]

Trusted AODV routing technique

This technique is built on the original AODV trusted protocol. 
When new MANET topology is established and a node wants 
to transmit information to a destination node, it will send a 
hello message to all other nodes to find the destination, each 
node after receiving the RREQ message will reply and respond 
to the sender node with their unique ID; after that, the sender 
node will be built a neighboring list consist of all nodes around 
its wireless range, which is stored in the node’s memory. This 
table stores each node’s ID in the range, also each node has a 
trust factor value stored in the table. When the value is small, 
it means that the node is suspicious, unreliable, and new to the 
network, and when the value is high, it means that the node 
is trusted and it was participating in old transmission path Figure 1: Mobile ad hoc network topology

Figure 2: The types of mobile ad hoc networks routing protocols
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before. Therefore, when the sender node broadcasts the RREQ 
message, the trusted value function will be used as a feature 
found in AODV RP to compute the level of trustiness for each 
node, and when each node receives the RREQ message, they 
will reply back directly to the sender, so it will be giving a 
trusting value. After that, when the node involved in a root 
establishment mechanism, the sender will verify this node by 
the forward route request RREQ to check its integrity and if 
the integrity is ok, the trusted value will be increased. After 
each node stores the trust value factor for intermediate nodes, 
it would become easier to detect the black hole nodes, so when 
the sender node will send the RREQ and establishes the path to 
the destination node, it will make sure that each intermediate 
node in the path has a higher trust factor, and other nodes 
with small trust factor will not participate in the future path 
for a definite time.[13] Figure 4 shows the trusting technique 
of AODV, where the nodes with higher trusting value are most 
reliable and with lower trusting value are unreliable.

EDRI technique

The second technique also is an extension from AODV RP; this 
approach uses a data routing information table (DRI) and an 
extended data routing information table (EDRI); it also uses 
a data control packet to detect and discover the suspicious 
nodes in MANET. Using the EDRI table, each node dynamically 

updates and stores their current and previous neighbors node’s 
ID, the DRI table including two columns (from and through) 
and the black hole number (BHN), so when the middle nodes 
receive a packet from any neighbors’ node, it writes 1 in the 
from column, but when the same node sends the packet to 
the neighbor note, it writes in the through column 1. When 
a neighbour node is detected as a black hole the flag of BHN 
number will be set to 1 and it will be set to 0 when there is no 
detection. Figure 5 shows the EDRI table.[14]

As known, any suspicious black hole node drops partially 
or fully all received packets; therefore, control data packets 
will be sent to check all the middle nodes in the path from 
source to destination. This packet contains node’s id, next 
node hop NHN, and a random number that are constant for all 
data packets in that path, this control’s data packet cannot be 
forwarded by a suspicious node. Another data control packet 
will be also used which can be transmittable by the suspicious 
node, to check which node did not respond to the previous 
control data packet. Figure  6 shows the composition of the 
data control packet.

After receiving all the RREP messages, the sender node 
will analyze and select the best-secured path to the destination, 
for transmitting the data packets and detect any suspicious 
black hole nodes in the path and bandit from future mapping.

COMPARISON AND RESULTS

To evaluate the two techniques to prevent the black hole attack 
and isolate the suspicious nodes from MANET, a scenario was 
made to simulate the prevention of the attack; the same metric 
where used to evaluate the two algorithms, packet overhead, 
throughput, and delay was measured.

When the number of suspicious black hole nodes increases, 
the end-to-end delay will also be increased, due to the fact of 
packet dropping, renewal of path formation, and resending of 
the data message. All of these causes force the sender node to 
retransmit the packets until it gets acknowledgment from the 
receiving destination node.

In the trusted AODV (TAODV) technique, when the sender 
node requests a fresh route, a path to the destination node 
will be formed, and only the trusted node with higher trusting 
value will participate in the new path, the trusted nodes 

Figure 3: Mobile ad hoc network’s black hole attack

Figure 4: Ad hoc on-demand distance vector trusting technique

Figure 5: Example of extended data routing information table

Figure 6: The component of the data control packet in extended data 
routing information technique
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number in total are small; therefore, the end-to-end delay will 
increase. As a result, from the first running transmission, the 
number of trusted nodes cannot be increased, which causes 

the sender to use only the available trusted ones, so the delay 
will not be decreased rapidly overtime. Moreover, when the 
delay of the message increases, the packet dropping will also 
increase. Furthermore, the packet overhead will increase and 
the packet delivery ratio will be decreased due to the previous 
causes. Figure  7 shows how the number of trusted nodes 
values increase over multiple transmissions overtime.

In EDRI technique, the sender node sends an RREQ 
packets to generate a safe path, by sending to the neighbor 
nodes the data control packet, the delay will increase at the 
beginning of transmission, after that, when all suspicious 
nodes detected, overtime the delay will be decreased rapidly, 
due to the fact that all the suspicious nodes were detected in 
the first running safe path, and no more RREQ packet needs 
to be broadcasted. Figure 8 shows the decreasing number of 
RREQ packets overtime.

Moreover, overtime when the number of trusted nodes 
increases due to EDRI table, the overall delay will be decreased. 
Moreover, the packet overhead will also be decreased overtime, 
due to the fact that the sender will reach more trustable nodes 
so connection packet will not be needed anymore between the 
neighbor nodes. Figure 9 shows the main comparison of the 
delay between the two techniques.

The throughput of the network was also compared, in 
the black hole attack, every single suspicious node sends an 
RREP to a source node and receives all the data and drops 
it from that sender, when the number of suspicious node 
increases, the number of dropping packet increases; therefore, 
the throughput will decrease. Moreover, when the number 
of suspicious nodes becomes equal or more than the sender 
nodes, the throughput will be equal to zero.

In the TAODV technique, the suspicious nodes will not 
participate in the safe path to the destination, due to the trust 
value factor, therefore, only the trusted ones will join the safe 
path, still, the trusted nodes number starting is lower than the 
normal ones, as a result less throughput and higher packet 
overhead.

In EDRI technique, all the suspicious nodes will be detected 
by each sender node in the first run; therefore, the number of Figure 8: RREQ number evaluation
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Figure 9: Delay comparison between trusted ad hoc on-demand distance vector and extended data routing information

Figure 7: Graph represents the trusted nodes overtime
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Figure  10: Throughput comparison between trusted ad hoc 
on-demand distance vector and extended data routing information

dropped packets will decrease, throughput will be higher in 
general, also by time, all the suspicious nodes will be detected, 
and they will be eliminated, therefore, the throughput will 
increase through time rapidly. Figure 10 shows the throughput 
for the two techniques.

CONCLUSION

In this paper, two annotative techniques were compared to 
detect and eliminate the black hole node attack in MANET, 
the paper compared three metrics; delay, packet overhead, and 
throughput.

As a conclusion, the TAODV technique shows a lower delay 
at the beginning of the transmission, due to the fact that no 
data control packet was used to detect the suspicious nodes, 
after that, the delay increases slowly, due to no elimination of 
suspicious nodes. While in the EDRI technique, the delay higher 
in the beginning then it decreases rapidly during the time.

In throughput, TAODV shows lower packet delivery 
compared to EDRI, while EDRI shows better throughput due to 
the elimination of suspicious nodes overtime, which increases 
the packet successful delivery.

Finally, both techniques show good delay and throughput 
to detect the problem of black hole attack nodes, but these 
techniques work only in one run transmission, new protocols 
needed to detect multiple runs from the 1st time.
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