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ABSTRACT

These days, any business needs a mobile application that connects to a central database, such as those used for e-commerce, e-learning,
and restaurant applications building a professional application that connects to the backend requires a Restful Application Programming
Interface (API); as a result, picking the best languages, tools, and frameworks to build a mobile application on the client side, as well as
a database, APL, and dashboard on the back end, is essential and result in a problem. This paper proposes a paradigm for building cross-
platform mobile apps using the flutter framework. It includes packages such as HT TP for connecting to APIs, flutter secure storage for
storing tokens, GetX for state management, and using MVC architectural style. The result is building a full-stack application (frontend
and Backend) called (My Services), a kind of eCommerce application for services only. In addition, the Laravel framework and MySQL
database are used for backends such as dashboard and APL, and Spatie package is used with Laravel to make a system for rules and
permissions, as well as uses Sanctum package for authentication and authorization system.
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INTRODUCTION

hese days, mobile applications are essential and widely
used, and they also provide the best environment for

using sensors for Internet of Things (IoT) systems,
which are also widely used.!! However, since we cannot create
any application without a central data source to enable user
sharing of data and resources, the computability between
systems, especially client and server environments, becomes
a problem.!

Using Application Programming Interface (API) is the best
solution to communicate between data sources on the server
side and the applications on the client side.!

Building a secure API for mobile applications is not an
easy issue, especially with the presence of many languages,
tools, and frameworks. The API should create in the server
environment, which means it is difficult for mobile application
developers or frontend developers, in general, to work with
the backend environment.™

Using the Laravel framework to create an API is a
great deal, because of its ease of use and provides a lot of
packages to handle many issues for building an API, as well
as provide a solution for security issues, authentication, and
authorization.

Flutter is a cross-platform mobile application framework
used to build an application that works on the Android, I0S,

Web, and Desktop platforms. Flutter provides packages to
work with API professionally and quickly™ therefore, it is a
perfect framework to work with Laravel as a robust solution
for building a client application connected with the server.

RESTFUL API

REST or representational state transfer is an architectural
pattern for providing a standard between incompatible inter-
communication for web applications; REST is a type of RPC
(Remote Procedure Call) protocol built to simplify the process
of exchanging data between the different systems on the
web; REST builds on HTTP protocol to apply RPCP! instead
of SOAP (Simple Object Access Protocol) which was used for
this purpose. Still, with SOAB data were exchanged in the XML
format.
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Restful is not a protocol; it is just a set of technical
specifications and guidelines to create a web service using
HTTP protocol to exchange web resources in the JSON
(JavaScript Object Notation) Format.!”)

Restful API is used to exchange web resources such as data
in the database, images, and files. Independent of the format
of these resources send it to the client in a JSON format by the
URL. Client requests for resources through a suitable method
like (GET) request if the client wants to get a resource, and POST
request to send resources to the server-side, or a DELETE request
to delete a specific resource.® Figure 1 below shows Restful API.

JWT

JSON Web Token is an authentication system based on Token;
JWT encodes data with JSON format into a base64 code ); JWT
consists of three parts, header, payload (data), and signature
(Hong et al., 2017); header section includes the type of the
token such as SHA256 or RSA. The algorithm for JWT signature
and the payload section contains the information about the user
such as email, id stored in JWT. Signature section contains an
encoded header, payload with the secret key (any key), and sign
them all together; the final result is a JWT consisting of three
parts separated by a dot-like as shown in Figure 2 below:%

With JWT, the user can insert a username and password
to get the token from the server and then will obtain this token
with any request to the server to get specific resources without
the need username and password again but with a limited time.
Figure 3 below shows JWT Authentication.™!

Laravel Framework

Laravel is a PHP-based web application framework that
enables developers to create various web applications with the
least amount of code and work possible because it provides
the framework for any web application. (Laravel - The PHP
Framework For Web Artisans. (n.d.). Retrieved January 27,
2022, from https://laravel.com/docs/8.x#meet-laravel).

Laravel uses the MVC (Model, View, and Controller)
architectural style as shown in Figure 4, which includes three
layers, a model for interacting with the database or any data
source, a view for building a user interface, and a controller
for business logic and connecting between model and view.'?!

Flutter

Flutter is a collection of tools for building applications working
on the Mobile Web and Desktop.?!

Flutter’s objective is to speed up and increase the
productivity of the development process. It offers numerous
capabilities, including hot-reload in the development stage to
assist developers in implementing changes to the application
more rapidly and use pre-defined widgets, as well as enabling
the community to produce and release hundreds of plugins to be
used by developers anywhere (Mainkar and Giordano, n.d.).

Flutter provides the rendering engine, which is responsible
for drawing the widgets; as a result, it employs its own widgets,
not platform-specific widgets, with all rendering processes
taking place on the application side rather than the platform.

Client Side Server Side

D GET Request ’

JSON Restful
API

) %
POST Request

DELETE Request

Figure 1: Restful API !

eyJhbGci0iJIUZITNiISInR5cCI6IkpXVCJ9.
eyJzdWIiO0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4
gRGI1IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDB901PSyXnrXCjTwXyr4BsezdI1AVTmud2fu4

Figure 2: JWT. Source: JSON(!
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Figure 3: JWT authentication?!
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Figure 4: MVC in Laravel!!
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Figure 5: Rendering process with flutter!*®
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Flutter connects directly with the platform canvas to display
those widgets on the platform screen, as well as communicate
directly with the platform-specific services.!'*! Figure 5
illustrates the Rendering Process with Flutter.

Related Works

Many types of research have been conducted to connect a front
end like mobile applications with a backend using Restful API!®!
built a mobile application called (Job marketplace), the front end
created using React Native with JavaScript language. The Restful
API has been built using the Express.js framework. This application
is easy to use and successfully meets the goal of supporting the
2024 Indonesian government goals to develop human resources.

Sukarsaet al.l'”! create an Android application for booking
seminar tickets that employs the MVP (Model, View, Presenter)
architecture. It integrates a Restful API, both of which are built
on the Laravel framework and use Laravel passport for user
authentication. The application uses QR codes on the tickets
and emails the tickets to the participants.

Suzanti’® created a mobile application for monitoring
campus activities at the University of Trungyo Madura, a
mobile application built using Kotlin programming language
for the android platform, and Restful API created using PHP
programming language with MySQL database.

Thu™ proposed a system consisting of a mobile
application integrated with Restful API to access the electronic
books from the university library by mobile application.

Java is used to construct the mobile application for
Android; the Restful API is developed using a Java servlet.

Hail,'?” proposed a new model to create an API for IoT
devices called named data networking (NDN), this model help
to build an API that provides services for different types of
devices for the Internet of Things.

Jasim™!! has built a mobile application that works as a
university announcement board, the frontend is created
by java for android, and the backend side has been created
using PHP and MySQL with firebase to send notifications, this
paper results find that using an android application connected

with MySQL database and Firebase is a perfect way to send
announcements to the student with real-time notifications.

Andry® presents a Restful API integrated with a mobile
application for health records; this study used a web-based mobile
application, not a native app on the frontend side, and in the
backend used a spring platform with a java programming language
to build a Restful API. The result of this paper was creating a mobile
application connected with Restful API in just weeks.

This Work Compared with Similar Works

In our proposed model, we have created a (My Services)
application that allows users to provide services and easily use
a service in web browsers and mobile applications. Since it is
easy to deploy to shared hosting, less expensive than cloud
hosting, contains various packages for various purposes, and
takes security concerns into account. We used Laravel on the
backend side and for the Restful API to construct this model,
despite the developer’s lack of proficiency with web and
API security. In the front end, we choose Flutter to create a
native cross-platform application that can compile to Android,
I0S, Web as well, as Desktop with one code base, and one
architectural style has been used in both the front end and
backend, which is MVC (Model, View, and Controller).

The Proposed Model

This paper introduces a simple and effective way to create
a mobile application that works on both android and IOS
platforms and is connected with backend through Restful API
created by the Laravel framework.

Database

MySQL database has been used in this model; Figure 6
illustrates the Entity-Relationship Diagram for tables.

DASHBOARD

The dashboard has been created using the Laravel framework
with a package called (Spatie) to make a perfect permissions
and roles system easily and quickly. Figures 7-9 shows some
screens from the Dashboard system.
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Figure 6: ERD for the system
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RESTFUL API

Laravel provides an easy way to build a secure Restful API with
an authentication System. This model (The sanctum) package
has been used to implement an authentication system with
JWT.

Routes for API
Figure 10, shows the source code for the API routing system.

As seen in the above Figure 11, a token will be created with
the user information and secret key in both register and login
and after the user adds his information.

Myge ) )
Servides| User Name: Guest Home  login  Register

My
serich
Login to your account
Email
osama.pedagogy2021@gmail.
Password

Figure 7: Login page for Dashboard

Dashboard

® 4 Permissions
® 8 Users @ 5 Roles

Permissions
Users Management
Management

Roles Management

@ 5 Categories

Categories
Management

@ 0 Orders

Orders Management

@ 0 Services

Services Management

Figure 8: Dashboard

Restful API to Get Data

As shown in Figure 12 below getting orders database using API
protected by Sanctum. Moreover, we can see the result from
the database using the API with Postman Figure 13.

Here is the POST request to make a register by API; as we
can see in Figure 14, a token has been created after registering
the user:

Moreover, when JWT protects API with Sanctum, we
should add token with the header of request like in Figure 15:

Frontend Side

In this model, the Flutter framework has been used to work
with APIL, and a blade template with the Laravel framework
has been used to create the dashboard. Flutter provides a
package to working with Restful API, which is the (HTTP)
package!®! Figure 16.

Moreover, To store the token securely on the mobile,
the (flutter secure storage) package has been used,?¥
[Figure 17].

The Application User Interface

Asin Figure 18, in screen (1), you can see the login screen; after
the user enters his username and password, a token will be
created in the backend and sent to the application. On-screen
(2), services and categories will display on the home screen;
the service details screen will appear after the user selects any
services. The authenticated user can create an order with all
the necessary details, such as uploading a file to describe what
precisely he needs, or diagrams for a database, application, or
information for a resume, etc., as well as the anticipated time
to deliver the service, as shown in Screen 4. Finally, the user
can view and delete his orders list, as shown on Screen 5.5

After the user makes the order, this order will send to the
owner of the ordered services, and he can see all details in the

=
No. Name Email Roles Actions

13 osama osama.mohammed19912019@gmail.com @
12 out user2@gmail.com user View @
1 osama user osamaplay2018@gmail.com @
10 outside user outsideuser@gmail.com user m
9 user user@gmail.com business View m
8 manager manager@gmail.com Manager @
7 admin osamaalatraqchy@gmail.com admin @
6 Osama Al-atraqchi osama.pedagogy2021@gmail.com  Super-Admin @

Figure 9: User management
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Figure 12: Get orders database Using API protected by Sanctum f

Dashboard, as well as send an email notification to the owner
email Figure 19: 7

Figure 13: Get services by API
PROPOSED MODEL DIAGRAM

Figure 20 shows how our model operates in the backend From the frontend side, Flutter has been used with some
and frontend contexts. On the backend, we used the Laravel valuable packages to work with API and JWT and create a
framework to develop the Restful API and the dashboard using mobile application; we have used GetX architectural style
PHP and the MySQL database management system, and we for state management and organizing the application files
utilized the Sanctum package to provide API authentication since Laravel used MVC style, GetX as well used the same
using JWT. architectural style.
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POST v http://localhost:8000/api/register
Params  Authorization  Headers (9)  Body ®  Pre-requestScript  Tests  Settings
none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL
KEY VALUE D|
name 0s77
email 0s77@gmail.com
password password?77
password_confirmation password77
city Erbil
phone 98878686
Body Headers (10)  Test Results ® stats: 2|
Pretty  Raw  Preview  Visualize  JSON v 5
i
z "os?P";
*: "o0s77@gmail.com",
Tbil",
98878686",
.000000Z",
.000000Z",
token": "6|Ee6Nz6Dz5GeXZyepwdouzP78eNi7pPhZ1wZOEx{e"
12 L]

Figure 14: POST API to register, a new user

GET v http:/flocalhost:8000/apiforders Send v
Params  Authorization ®  Headers (8)  Body  Pre-requestScript  Tests  Settings Cookies
Type v

s 2 LA Token 6|Ee6NZ6D25GeXZyepwdouzP78eNi7pPhZ
The authorization header will be automatically
generated when you send the request

Learn more about authorization

Figure 15: Add token to the header of the request for protected API

= http.Client()
fetchOrders ({ String token})
api = Uri.parse("$ )
response = .get(api

headers: {

(response. ==

string0bj = response.
data = myOrdersFromJson(string0Obj)

print(data)

data

authuUser()

storage = FlutterSecureStorage()
authData s
all = storage.readAll()
authData.assignAll( all.
.map((e) => AuthModel(key: e. value: e. )) .toList(growable:

Figure 17: using a flutter secure storage package to store the JWT token
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Figure 18: The UI for the flutter application

Figure 19: Email notification for order
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Figure 20: Proposed model diagram

As shown in Figure 20, the frontend side consists of two parts:

The first for mobile applications and the second for dashboard,
which is created using Html, CSS, and JS with a blade template
in Laravel to work in the browsers without need for API.

CONCLUSION

The Laravel framework and Flutter toolkit are perfect tools to
work together to create a robust, secure, and simple-to-develop
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mobile application for iOS and Android that integrates with
Restful API. We make My Service Application in about a
month, consisting of a mobile application, a web application
with Restful API, an authentication system with JWT, and a
dashboard with users, permissions, and roles management
system, so we can configure users, permissions, and roles.
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